Abstract -Physical Unclonable Functions (PUFs) are a set of emerging technologies to deal with cloning, Intellectual Property (IP) protection, and security against reverse engineering schemes to restrict the over production of semiconductor chips. Delay based PUFs represent an inviting option due to minimal space circuitry over conventional type arbiter PUF. This paper presents a novel transmission gate based arbiter PUF for authentication of the electronic hardware systems. These PUFs have been widely used as security primitives for device authentication and identification. By measuring the statistical parameters using Monte Carlo analysis we demonstrated that the proposed design significantly enhances the performance of the arbiter PUF. Our arbiter PUF produced 48.5% of uniqueness for 64 bit challenge pair, and their reliability was demonstrated across different environmental variations.
I. INTRODUCTION
Physical unclonable functions (PUFs) provide one of the promising techniques in authentification mechanism and secure key generation [1] [2] [3] [4] . A PUF structure maps a set of challenges to a set of response pairs (CRPs) due to complex physical variations [5] . Hence it improves the degree of security of the chip. Due to its random process variations it is to hard to duplicate the similar structures and behavior of the PUF depends on electrical parameters such as delay, threshold voltage, current, and resistance value. The performance of the circuits can be evaluated by analyzing the reliability, resilience, uniqueness, uniformity etc. A low reliable PUF indicates getting same response for the different challenges and it is unacceptable for encryption [6] . The response of the PUF is continuously alters due to uncertainties in the semiconductor manufacturing process variations. Depending upon the number of challenge response pairs PUFs are divided as strong PUFs and weak PUFs [7] . Strong PUFs has different response pairs for each and every set of challenge and on the other weak PUFs are treated as getting similar kind of responses for dissimilar challenges. Based on the construction properties and operation principle PUFs can be categorized into nonelectronic PUF (acoustical PUF, optical PUF), electronic PUF (coating PUF, power distribution PUF), delay based PUF (arbiter PUF, ring oscillator PUF , glitch PUF, anderson PUF), memory based PUF (SRAM PUF, butterfly PUF, flip-flop PUF). The response of the PUF is mainly depends on the delay of the successive multiplexers and the by silicon material it has common CMOS manufacturing process variations [8] . For each challenge the response of the IC are varied because the response is sensitive to circuit parameters such as process variations in transistors and wires.
II. ARBITER PUF CIRCUIT DESIGN
An arbiter based PUF consists of a set of multiplexers connected in parallel with each other and arbiter at the end. As shown in Fig.1 the multiplexer has symmetrical aspect ratios and differs with device parameters due to process variations [9] [10] . A set of challenges (input pulse) is excited to an arbiter PUF. Depending upon arrival of the pulse arbiter generates response bit either 1 or 0. The delay variations can be examined by differences between top and bottom paths, Generated arbiter response is vary across each integrated circuit (IC) to maintain the nominal delay differences between each PUF, has to maximize the Interchip variation of PUFs thus the response of PUFs are biased to 0 or 1. Fig. 3 shows the switch component transmission gate based (2-to-1) multiplexer. It has two input ports A and B and a selection line S depending upon the selection line the response forwarded. As if selection line S0=0, the path move straight while S1=1 they are crossed. It can be done a set of transmission gate based Multiplexers and inverters. The cells are routed and placed uniformly and wire delay in a circuit decides response of the circuit. Fig. 4 shows the clocked CMOS register and it acts as data selector. It has two stages first stage acts as a master and second state acts as slave. Depending upon the CLK and applied input it can be operated in two phases.
A. Arbiter Design
) and input from the last stage of Multiplexer is D=0 as a result M2 and M4 is turn on and M1, M3 turn off, output at X becomes HIGH (VDD). It acts as input to the second stage (slave stage) when high input is applied while M6, M8 is turn off and M5, M7 is turn on condition hence Output becomes 0 at Q.
) and input from the last stage of
Multiplexer is D=1 as a result M2 and M4 is turn off and M1, M3 turn on output at X becomes LOW (GND). It acts as input to the second stage (slave stage) while M6, M8 is turn on and M5, M7 is turn off condition. Output becomes 1.
B. Factors Affecting the Response of the Arbiter Pufs
To identify the characteristics of PUFs, we assign a set of challenges to the each arbiter PUF. By using variance of inter-chip variation the response of two different PUFs can be estimated. We can distinguish the response of the PUF by its probability of error [11] . Usually response of PUF affected by the factors such as noise, environmental variations, met stability and aging. In arbiter based PUF the response is mainly depends on the delay differences between the paths, process variations. Hence the effect of the environmental noise is not significantly impact on the response pair's until if much environmental variations [12] [13] .
III. PERFORMANCE EVALUATION AND VALIDATION OF TRANSMISSION GATE ARBITER PUF
In this section we explain the statistical evaluation of the transmission gate based arbiter PUF, with respect to the security metrics of uniqueness, reliability and followed by randomness followed by their results.
A. Uniqueness
The uniqueness of the PUF is ability to maintain the response is uncorrelated for each and every instance [14] . It can be determined by evaluating the Inter die Hamming Distance (HD). It is typically the average of HD among the responses of various PUFs over multiple challenge response pairs. The interdie hamming distance among the k chips is given by 'K' represents the chips, 'Ri' and 'Rj' are n-bit responses to a challenge 'C' from chips 'i' and 'j' respectively.
Fig . 5 shows the uniqueness is estimated From Monte Carlo Analysis by calculating Hamming Distance (HD) distribution measured over the 500 samples at 1.7V. We found that average HD(uniqueness) is 48.5% (Fig. 5 c) which is close to the ideal uniqueness (50%) and very small standard deviation of 0.0496 and mean (>3%). 
B. Reliability
Reliability indicates the ability to produce the same kind of response for a particular challenge across various environmental variations like temperature. Which is one of the important parameter it describes quality of the manufactured PUF circuitry [15] [16] . In this we measured the PUF response by applying random set of challenges at different temperatures. By using the linear trade line curve we estimated the maximum process variations of data and from the measured samples found the number of bits flipped for each challenge.
To estimate the reliability of the PUF metric it can be done by using the Intradie-Hamming distance and it is calculated by using T samples can be collected from chip i at different operating conditions at n bit response (Ri). The average reliability metric (r). For measuring intradie-Hamming distance we consider the 24 set of IDs and measured at the different operating conditions. During the challenge 1 Fig. 6 (a) 3% of samples were changed in contrast a small variation of the mean and standard deviation of the PUF. Similar to the Fig.6 (b) , 4.5% and for Fig. 6 (c) 7% of variation of responses for corresponding challenge. From that analysis we concluded that most of the bits are not flipped under different conditions hence reliability of PUF close to the 90%.
C. Randomness Evaluation
Randomness evaluation of the data PUF is one of the important attribute in PUF circuit. It eliminates the prediction of the response of the cells. The silicon PUFs has wide variety of intrinsic properties and manufacturing process variations, it generates the unique ID responses and we proved it reaches to nearly 95%. To estimate the randomness of the PUF it can be evaluated by techniques such as min entropy and Shannon entropy [17] . From our analysis we used min-entropy method to estimates the number of bits is uniformly random. Min-entropy is estimated as:
From the above expression 'i' represent number of ID bits, Hwt (i) defines number of hamming weights of nonzero bits. Here we calculated the randomness of PUF for 8 cases we got the entropy by 0.924, it nearly equal to min entropy of 1. Table I shows the performance of the transmission gate based arbiter PUF. 
D. Effect of Temperature on Stability of Arbiter Puf
Temperature plays a significant role on the performance arbiter PUF and it affects the power leakage at the transistor level. It also much impact on the stability of the device. Here we analyze the samples of the PUF in different temperature levels (350c to -400c). It gives the variation of samples at different conditions from low temperature, high temperature and normal conditions. Change in temperature may lead to change the variance of no. of samples the PUF. Considering above data we calculated the stability of the device. During the low temperatures the number of bits flipped to be 25% and at high temperature 32% of bits (from 0 to 1) are flipped. The amount of power dissipated during change in temperature is given by 
E. Effect of the Voltage Variations
The challenge response of the PUF is also depends on the on the voltage variations across the PUF. To find the consistency need to estimate the PUF under different voltages. If vary the supply voltage from 15% to 25% and taken the 20 sample at low voltage condition (1.8v) and high voltage conditions 3.6v and 4.2v (Fig. 7) and the percentage of the bits are varied can be estimated as shown in below Fig. 7 represents the variation of samples under different conditions. 
IV. CONCLUSION
We have proposed a new transmission gate arbiter based PUF in 180nm technology and investigate its statistical parameters such as -reliability, uniqueness, and randomness at various conditions. From the simulation results shows that CMOS technology has unique manufacturing property variations which lead to maintain the more authenticity. our proposed circuit is more reliable compared to existing circuits. And we intend to fabricate our PUF circuit in future.
